AP Setup for eduroam (alphabetical order)
Aerohive/Extreme
Aerohive eduroam Configuration -Step by Step Guide
Aerohive/Extreme Networks NPS Setup

Cisco Mobility Express ( On Access Point Controller) Configuration
Guide
1. Connect Console Cable to Cisco AP
2. Connect Cisco AP to power or a port on a POE switch, hold the mode button for 20
seconds and watch the console as the AP boots up, release the mode button after 20 seconds,
this will factory reset the AP, the AP will continue to boot, this process will take a few minutes
3. Once you reach this prompt, you’re ready to get started:

Press Enter and follow the prompts and enter the following info:
·
·
·
·

Choose a local admin username and password
Set the system name for the AP
Country Code: US is the default
You can bypass the NTP setup and leave the defaults or choose your own if you like

Choosing the management interface IP address: T
 his is the IP address you will use for web
access to the AP. Fill in the appropriate details including the address, mask, and gateway
After setting the management address, follow the prompts and select all the defaults except the
employee network question (defaults will be in ALL CAPS). Note: You don’t need to create an
employee network/SSID, we will be creating our own eduroam SSID using the Web GUI later.

After the AP has rebooted you will be at the User login prompt.
to login and do anything on the CLI.

You don’t necessarily need

Navigate to https://X.X.X.X where X.X.X.X is the Management IP you specified earlier. You
should be at the login prompt, login with the local admin user credentials you created during the
initial setup.
Creating the WLAN/SSID eduroam network
On the left side navbar, go to Wireless Settings and click on WLANs

Click on Add new WLAN

Under General, enter eduroam in the Profile Name, this will auto-populate the SSID with the
same name.

Under WLAN Security, choose WPA2 Enterprise and External Radius

Click the edit icon

on the left and enter the appropriate RADIUS information

If you are using UEN’s local eduroam RADIUS servers, use the following:
·
·
·

RADIUS IP: 140.197.238.64
Radius Port: 1812
Shared Secret: ????

After you’ve entered the RADIUS information, click the check mark icon
Apply

and then

Finally, click Save Configuration in the top right portion of the screen

------------------------------------------------------------------------------------------------------------------

Fortinet’s Firewall: Fortigate to set up eduroam
STEP 1 - CREATE A NEW RADIUS SERVER
Create New

You Set These Servers and Secrets Up at the eduroam Admin login Site - Test Connectivity to
make sure they work

STEP 2 - SET UP SSID TO USE EDUROAM

------------------------------------------------------------------------------------------------------------------------

Ruckus SmartZone Setup
These settings might differ depending on the model and firmware version you are on, but as of
the time of writing, I am using a SZ100 version 3.6.2.0.222.
Go to Services & Profiles then A
 uthentication There are 2 tabs Non-Proxy (AP
Authenticator) and Proxy (SZ Authenticator)

Non-Proxy: the APs directly query your RADIUS server (depending on your security settings
this may require you to whitelist your APs in the RADIUS server config)
Proxy: The APs send the information to the SZ and the SZ queries the RADIUS server (This is
what I use)
Click create fill out the required information
Please note that they will not allow you to use DNS names so you will have to use IPs, make
sure these are correct and updated.

Now Create an SSID for eduroam, select Wireless LANs from the left menu and fill out the
required information, make sure you select 802.1X for the method and use the Authentication
Server you just set up. This is an example of our config:

-----------------------------------------------------------------------------------------------------------------------Ubiquity Setup -Screen Shots

